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On-line
social networks

According to some,

it is “the biggest shift”
since the industrial
revolution!

3.5 billion
pleces of content are
shared each WEEK on
facebook.

2010 Facebook usage
}. is up 40%
2000 since last year. . '

The average user T emenths | meaths
on facebook has

120 friends

opinions about
products &
brands. _

3,

So far this year,
there are over
30 million
tweets a day.
of Twitter usage is on

mobile devices. Imagine
what that means for bad
customer experiences???

Twitter has 75,000,000 users,
and is adding 300,000 a dayl 4

65 million
facebook users access
the site through their
mobile phones. That's
up 100% in the last

6 months.

96% |

15% of bloggers spend 10
hours or more each week blogging.

78% of consumers trust
peer recommendations.

14% trust advertisements

Youtube is the S€CONd largest search engine on the web
50% of YouTube's 300 million users go at least once a week.

el
Ask.

there are over
70 translations
available for facebook.

2.5 billion

photos are uploaded to
facebook each month

Google

| Worls's Top 20 largest beands | Jq

25% of search results for the World's
Top 20 largest brands are links to user-
generated content.

1in5
americans (age 18-35)
use twitter.
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Let’s start with some statistics... ..




WORLD MAP OF SOCIAL NETWORKS
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OSNs: why access control? . &_

e Given this figures... there is clearly a big need
for maximizing information sharing but
keeping it selective




Access control policies

Access request

A

J—

4

T

~
Authori

zations

-~

1

Reference
Monitor

Access granted
(partially or totally)

Access denied

Access control: old style . &
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From relational data to OSNs

OSN as a graph

Each person is a node

Each relationship is an edge

E.g., Alice is a friend-of Bob

Friend-of
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OSN graph .@%
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What has been changed? . %_

* Authorized users are identified by posing
constraints on relationship in the OSN graph

4

Relationship-based Access Control

10
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ReBAC ®

D’s resources can be accessed only by D’s direct and indirect friends
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FB privacy settings

Privacy Shortcuts Q

@ Who can see my stuff?

Who can see my future posts?

R # Custom ¥
@ Public b setting you find right where
& Friends hanging it there will update it

4 Friends except Acquaintances

& Only Me ew all my posts and things
v ¥ Custom

¥ Close Friends

4 Family

See all lists...

b L
Who can contact me?

eople see on my timeline?

° How do | stop someone from

« % bothering me?

See More Settings

lar

ha
pa



G+ circles

People who
pay me money

People who
talk too much

People who
make me
smile

People | wish
would circle
me back

People | wish |
Saw more In
real life

People who
find really cool
stuff

People | may
have sat next
to in class

People who
want stuff
from me

People | plan
to dump after |
reach my
5,000 limit

Google+
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Data Protection in Social Networks:
Going Beyond Access Control

1
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* Privacy settings of many commercial OSNs are
nased on ReBAC,

e butis ReBAC the solution?

No
* Let see some open questions

14
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ReBAC: is this the solution? ,9’%

@
e OSN architecture:

Access control policies

Authorizations
Access granted
(partially or
F e ARG totally)
- % J Access request Reference
(et i " Monitor

Access denied




Q ReBAC: is this the solution?

[
e OSN architecture:
— Can we trust the OSN provider?




Who is the Boss? ®

* Conventional thinking is that OSN users must
be willing to give up on privacy

* |In free online services:

You’re not the customer.
The ad service is the customer.
You’'re the commodity.



Decentralized OSNs |<°?J

* Diaspora, OneSocialWeb, Persona, Vegas,
SoNet, PeerSoN, Safebook, LifeSocial,

Cachet...
e
\/’IS/OCIal

EU Marie Curie ITN project

(FP7-PEOPLE-2012-ITN)
http://isocial-itn.eu/

e iSocial



I3
ReBAC enforcement:

Alternative access control solutions in the scenario of
untrusted SN providers

— Decentralized

* It better preserves confidentiality/privacy of user data
but...

* |t requires decentralized path discovery and
management of off-line nodes

* If relationship privacy should be preserved, there is the
need of exploiting (costly) cryptographic solutions

19

Q ReBAC: is this the solution? f‘ij



Q ReBAC: is this the solution? |®
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ReBAC model limitations (OSN resources):

* users create joint content

— Alice uploads a photo, Bob tags it to say that Dave
appears in it and Ann comments on Bob’s tag

* OSN users can reference other users in
resources; and it is generally not possible for a

user to control the resources published by
another user

e We need collaborative access control
mechanisms

20



? ReBAC: is this the solution? |®E
g

ReBAC model limitations (OSN users):

e Many empirical studies show that:

— Average social network users have trouble
specifying detailed access control policies for their
data with today privacy settings

— As a result, very often they do not change the
default privacy settings that are very permissive

 We need something much more usable

21



Q ReBAC: is this the solution? . %_

®
ReBAC model limitations

e Current solutions are mainly designed focusing on
direct contacts only

* We cannot assume that friends will make the right
choices about friendships, because friends may have
a different view on people they want to be friends
with

* We need alternative parameters on which

release of information should be based
 Trust?
e Risks?
 Others?
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Community-based Identity validation in OSN

Leila Bhari, Barbara Carminati, Elena Ferrari

In Proc. of the 34th International Conference on Distributed
Computing Systems (ICDCS), June 2014.



ldentity validation — what for?

1. It is the first step in ACCESS CONTROL

|I. ldentification

There are three
steps that must
happen for a subject
to access an object:
identification,
authentication,

and authorization.

————» 2. Authentication

3. Authorization

Resource



ldentity validation in OSN — what for:

2. It is a building block towards REPUTATION & TRUST

PROFILE

Initial cursory
description in My
Account or
My Profile page

REPUTATION

Evolves from activity in the
network - tone and quality,
content submitted,

IDENTITY

The profile deepens
through our choice of
avatar/image and
connections with friends,
groups, events,
applications/widgets
selected

comments, discussion, roles
voluntarily undertaken

TRUST

Is the end product judged by other
members based on your profile,
identity, and reputation in the network.

The network perceives high trust
members as influencers and
evangelists

more targeted

w\conpecﬁons

/
refinement

\a—njdetail

improve content

@ Laurel Papworth 2008



But who I'm socializi
Name? - Quick Bio?

Search

ng with?

Profile
Picture?

Employers

Photos (826)

[, Questions

College

Karen Zuckerberg
Mother

High School
Edward 9

Zuckerberg
Father

Education and Work

Randi Zucker|

i Personal
preferences?

Donna
Zuckerberg
Sister

Philosophy
Arielle )
Zuckerberg Favorite
Sister Quotes

Home Profile

Mark Zuckerberg

@ Has worked at Facebook & Studied Computer Science at Harvard University i Lives in
Palo Alto, California # From Dobbs Ferry, New York E Born on May 14, 1984

m
Facebook

Feb 2004 to present - Palo Alto, California
= FBX Profile

Harvard University
Computer Science - Psychology

= CS182. Intelligent Machines with Andrew Bosworth

= CS121. Introduction to Computational Theory with James
Wang and Kang-Xing Jin

Ardsley High School

Education?
Job?

% Phillips Exeter Academy

Class of 2002

“All children are artists. The problem is how to remain an artist once he
grows up.”

Account v

‘ ™ Send Message l 1 & Poke

You and Mark

&8 3 Mutual Friends

Sponsored Create an Ad

Police Auctions X
gsaauctions.gov

Like a slick deal? Now
you can get up to 90%
retail with police
seized auctions. Get in
on the action.

SF Bucket List X
partners.livingsocial.com

Things to do in San
Francisco before you
die. One huge coupon
emailed daily.

Stay close to your team X
Check the score and
see highlights from the
big game with AT&T
High Speed Internet for
only $14.95/mo.

Craft Beer Attorney x

with your California

Need legal assistance
ﬂf }w
wl I'. W,

crafr heerr!



Our research perspective

Would you accept this request?

%5\ You have a friend request. I

Your Boss (some random network)

t?
ould you like to ~=n® bQSS
But Wa ...onea profile.

....... cu proflle7)

Confirm (and suffer) Ignore (career suicide)
Send a Message

Report this Person
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Can the OSN help?

%5\ You have a friend request.

Your Boss (some random network)

Would you like to confirm Your Boss as your friend?

7 Your Boss can only see your limited profile.
(What's a limited profile?)

Confirm (and suffer) Ignore (career suicide)
Send a Message

Report this Person




But who I'm socializing with?

Search

Name?

Employers

Picture?

B2 wan

Mark Zuckerberg

@ Has worked at Facebook & Studied Computer Science at Harvard University i Lives in
Palo Alto, California # From Dobbs Ferry, New York B Born on May 14, 1984

Education and Work

Quick Bio?

Home Profile Account v

Sor Coherence?!

UIGOC :

of

1 Info
Photos (826)
[ Questions College
Family
: " Karen Zuckerberg
Mother
Edward High School
Zuckerberg
Father

dimes

Ardsley High School

Education?
Job?

-*\' Phillips Exeter Academy
Class of 2002

Randi Zucker]
e
. ister Personal

F Donna preferenCES?

B Zuckerberg
ot Philosophy
Arielle )
Zuckerberg Favorite
Sister Quotes

“All children are artists. The problem is how to remain an artist once he

grows up.”

[;! Send Message l l & Poke

You and Mark

P

&8 3 Mutual Friends

Sponsored Create an Ad

Police Auctions X
gsaauctions.gov

Like a slick deal? Now
you can get up to 90%
retail with police
seized auctions. Get in
on the action.

SF Bucket List X
partners.livingsocial.com

Things to do in San
Francisco before you
die. One huge coupon
emailed daily.

Stay close to your team X
Check the score and
see highlights from the
big game with AT&T
High Speed Internet for
only $14.95/mo.

Craft Beer Attorney X

with your California

Need legal assistance
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Some insights from sociology ...

“the final identity, [...] includes all significant
identifications, but it also alters them in order
to make a unique and reasonably coherent
whole of them.” Erik Erikson, as in Shwartz, 2011.

“The final formed identity converges to satisfy
consistency with regard to some socially
assimilative models.” P. Schachter, 2004
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Research Questions
« |Can the OSN provide identity validity indications to users?
- |Can we make use of the community?
 [Can we rely only on profile information?

32




Community-based identity validation

Training profiles

Salary, Job
Job, Salary, Edu Trusted Users
Raters

selection
Correlated
attribute groups 3

n(Job), feedback(Salary)
Salary € Job n(Edu), feedback(Job, Salary)
Job, Salary € Edu| = T

Raters selection rules

Coherence
Relations

Learning the correlated attributes Evaluation of target user profile

Target user

Wrﬂlw profile
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Feedback
aggregation

Identity
trustworthiness

level



Learning Phase

Training profiles

alary, Job
Job, Salary, Edu

Correlated
attribute groups

Trusted Users

not all attribute values are
expected to be coherent.
capturing the coherence of a
profile requires first finding those
groups of profile attributes whose
values are expected to be
correlated.

We refer to these groups as
correlated attribute groups



alary, Job
Job, Salary, Edu

Correlated
attribute groups
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Training profiles

Learning Phase
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« we expect more meaningful
evaluation from raters who

on.

Trusted Users

share the same ground as per
some of the values they are
asked to provide their opinion

« We propose then to select

raters based on the values of
correlated attributes of the
target profile that has to be

judged

CAG=(Salary, Job)

Profile: (job=plumber, Salary=3k$/month)

¢

Plumber

Individual with
3K$/month income?




Learning Phase

RIC
CIA[AB

O-l 8BS

unun

« There should be a relation
between the elements of
correlated attribute groups

x specifying which one(s) are

f‘i!,“’!a.i.‘i'i Ed] frusted Users  determinant to the others.

— iy Y

Training profiles

* This relation should drive the
Correlated raters selection for profile
attrlbute groups evaluation.

Salary € Job
Job, Salary € Edu

Coherence
Relations



Learning Phase
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Training profiles

Salary, Job
Job, Salary Edu

Correlated
attrlbute groups

|

g

Salary € Job
Job, Salary € Edu L

Coherence
Relations

There should be a relation
between the elements of
correlated attribute groups
specifying which one(s) are
determinant to the others.

This relation should drive the

raters selection for profile
evaluation.

n(Job), feedback(Salary)
n(Edu), feedback(lJob, Salary)

Raters selection rules
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profile

Raters Feedback
selection

aggregation

n(Job), feedback(Salary)

n(Edu), feedback(Job, Salary)

Identity

trustworthiness
Raters selection rules level



Results - Learning
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Results — Evaluations
100% —
80% = =
60% = : [ Rater Selection
— Free
i — E Rater Selection
— Applied
20% - =
0% - ] e 1 1l
FP-F RP-R  RP-F  FP-R  NR




What did we learn?

- Crowdsourcing unveils
correlations that are meaningful
for validating identities

- Machine learning unveils some
of such correlations but fails for
others

- Crowdsourcing allows capturing
varied semantics in OSNs
content

- Some attribute correlations are
community dependent

100.00%
80.00%
FACAG_none
60.00% i
S CAG_MB
40.00%
EICAG_CB
20.00%
0.00% T
False positives False negatives Not identified
100%
so% —E—IIE
60% - = E [MRater Selection
= = Free
e E E ERater Selection
§ g Applied
20% HIE—IE
0% = = ' m . "-”E :

T
FP-F  RPR RP-F  FPR  NR
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